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Internet Service Provider (ISP)
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Internet Exchange

A0 [uSNSITaNsaLAIaNaNauantddsu Traffic
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BKNIX / THAILAND-IX / TRUE-IX
AMS-1X / BBIX / Equinix / HKIX / LINK LON1 / LoNAP / NL-1X
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Cloud Provider

« Cloud Provider mmaummmammmmu 12NNU Internet Exchange #3aanaaz
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« AWS / Google Cloud Platform / Microsoft Azure
» Oracle / Digital Ocean / Cloudflare
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Cloud Provider az lHuSn1siuguaanaszal laasS / PaaS luauils SaaS
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Facebook (Meta)
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CrowdStrike
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CrowStrike 1ilu Software #2111 Endpoint Security lalaidlug l1#usn1s Cloud

M9 §nsUase Update 1% Falcon sensor #17 lan

wem Update § Bug Y11 1 Windows timaa# (Blue Screen of Death)
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AWS
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Heunia2uf Region : us-east-1 wannszNU Region du9AI811114
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Cloudflare

woean18u 2025

Cloudflare anvia Tan

S ufigaesinu Cloudflare a:la5u Error 5xx 579 (FB@NaNm@aN Server)
239L5NN19AN Cloudflare w1 la31lae DDoS

Usun1saan1sind lugnudeana laavin linsaiu Metadata 28401919 11 Schema szauaelanIny au
1 l¥ig514 File Config Bot management lvaitdiuninssuvazsule

File config gnnszanalunalan szuusulila e Panic aunn 14 Proxy au

W lfudnliunla DNS Config lailelas vinlv Bypass Cloudflare proxy lile (wn'le Business /
Enterprise Plan figax 1% Name server latpa 9¢ Bypass b6 Wafa9a18unaz)
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Web Server / REST API

N1NUAY Protocol HTTP / HTTPS
Static Web => Bucket Storage + CDN + Fail Over DNS

Web App => Deploy il Container uu Cloud Provider sing@ng
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Multi Bucket Storage + Global CDN
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Fail Over DNS

(O Simple routing

Use if you want all of your clients to receive the same response(s).
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() Weighted

Use when you have multiple resources that do the same job, and you want to specify the proportion of
traffic that goes to each resource. For example: two or more EC2 instances.

() Geolocation
Use when you want to route traffic based on the location of your users.

() Latency

Use when you have resources in multiple AWS Regions and you want to route traffic to the Region that
provides the best latency.

O Failover

Use to route traffic to a resource when the resource is healthy, or to a different resource when the first
resource is unhealthy.
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() Multivalue answer
Use when you want Route 53 to respond to DNS queries with up to eight healthy records selected at

00
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() IP-based

Use to route traffic to locations of IP address ranges in CIDR notation.
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() Geoproximity

Use when you want Route 53 to route DNS queries to a certain geographic location.




Database

Cluster Mode (Primary Read-Write / Read Only)

Sync Database 273 Cloud Provider

Database #itili Managed Service 284 Cloud uwmazag Lidanisa Config T#
NINURLUZN Region %32 u ka8 ladiganaiin

Backup Database tnuli%anga« Cloud Provider

HUNT LTULUY Serverless wap1a@p9LanNIa28L589 Vendor Lock in



Backup Database to Google Cloud

Google Cloud e® PaO Project bucket

X Q Search

& Bucket details

a pclo-gcp-th
Location Storage class  Public access  Protection
asia-southeast3 (Bangkok)  Nearline Not public Soft Delete
Objects Configuration Permissions Protection Lifecycle Observability
Folder browser 1< Buckets >

v W pclo-gcp-th

Create folder Upload ~

B www-paocloud-co-th-wp-backups/

Filter by name prefix only =

Name

Transfer data ~

B paocloud-wp_pclo-wp-private_202...

B paocloud-wp_pclo-wp-private_202...

B paocloud-wp_pclo-wp-private_202...

B paocloud-wp_pclo-wp-private_202...

B paocloud-wp_pclo-wp-private_202...

0000000

B paocloud-wp_pclo-wp-private_202...

Inventory Reports

Size

179.3 MB
179.3 MB
179.7 MB
179.6 MB
179.7 MB
179.7 MB

pclo-gcp-th > www-paocloud-co-th-wp-backups [f

Other services ~

= Filter Filter objects and folders

Type

application/x-tar
application/x-tar
application/x-tar
application/x-tar
application/x-tar

application/x-tar

Operations

Created (?)

Jan 28, 2026, 3:00:43 AM
Jan 29, 2026, 3:00:43 AM
Jan 31, 2026, 3:00:46 AM
Feb 7, 2026, 3:00:46 AM
Feb 14,2026, 3:00:47 AM
Feb 21, 2026, 3:00:46 AM

Storage class
Nearline
Nearline
Nearline
Nearline
Nearline

Nearline

2’ Edit bucket

Show Live objects only ~

Last modified

Jan 28, 2026, 3:00:43 AM
Jan 29, 2026, 3:00:43 AM
Jan 31, 2026, 3:00:46 AM
Feb 7,2026, 3:00:46 AM
Feb 14,2026, 3:00:47 AM
Feb 21, 2026, 3:00:46 AM

& Go to path

*

Public access (?

Not public
Not public
Not public
Not public
Not public
Not public

p =

C Refresh

® Learn

[c| (|||l



Name Server - DNS

Deploy nszaraviang ) Cloud Provider

Avua 1% Cloud @sfiaflu Primary drsdwuilu Secondary

N Zone transfer l1g3 Name server nnen

Cloud Provider @1 lvai Laisas5un1snn Zone transfer (Vendor Lock In)

ga9 Implement @9y APl Fyazfailavndu DNSSEC 1a



Name Server - DNS
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pao@pao-yut-server:~$ host

paocloud.
paocloud.
paocloud.
paocloud.
paocloud.
paocloud.
paocloud.
paocloud.

CO.

0

CO.
CO.

0

CO.
CO.
CO.

th
. th
th
th
. th
th
th
th

Nname
Name
Nname
Nname
Nname
name
Name
Nname

wFi puvw,u;.vuvvlvuu.t\-\all W WY Ea™T

Server
Server
Server
Server
Server
Server
Server
Server

pao@pao-yut-server:~$ |

-t NS paocloud.co.th
pnsl103.cloudns.net.
tns.paocloud.org.
pnsl02.cloudns.net.
nsl.pao.nagoya.
nsl.linode.com.
ns2.pao.nagoya.
pnsl1@l1l.cloudns.net.
tns.pao.1in.th.



Email Server 21121

WU I lgfuSn1suu Cloud Provider eng lwiad

d1N130609A71 MX Record aa@aanauaNNaIan Lianand %3y Provider u
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MX Record Priority #taaaiuag) => AN 1ziﬂau
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MX Record Priority fata2@61n%) => ANNEAa6T gﬂsl?mm



® ® ® B pao—pao@gemini — ~— -zsh — 98x24

Last login:
jpao®gemini:

paocloud.
paocloud.
paocloud.
paocloud.
paocloud.
paocloud.

CO.
CO.
CO.
CO.
CO.
CO.

paolPgemini:

Sun Feb
$ host
n mail
N mail
n mail
n mail
N mail
N

$

mail

22
-t
1s
is
is
1s
1s
is

Email Server 21121

01:45:58 on ttys000
MX paocloud.co.th

nandled
nandled
nandled
nandled
nandled
nandled

1 aspmx.l.google.com.

5 altl.aspmx.l.google.com.

5 alt2.aspmx.l.google.com.

10 alt3.aspmx.l.google.com.

10 alt4.aspmx.l.google.com.

1000 paocloud-co-th.mail.protection.outlook.com.



Email Server 21aan

. ¥nevIn1sad Email fitli Marketing Email / Transactional @ a1sa Lo
Provider viangqagale lagmnicninaasad Email Tudsunaegasunne

. Deploy Load balancer 21a8an @2 lun1susywisannis

O A & v o .| a2 : @ a2 ~ :
. NIflun1silaen Email fitsnaeadnd Spam w3asnausgnda lau Email
Provider Reject Adusau lua9nanIfNULas



ABIS555NYM NU Private Cloud / On prem



Prince of Songkla University

AS9464 Prince of Songkla University (Sritrang'NET)

Quick Links Prefixes v4 IRR!

BGP Toolkit Home
5GP Prefix Report “ Visibility
BGP Peer Report 110.164.246.0/23 3BB Broadband Internet service provider in Thailand 1% 9/823

Super Traceroute 122.154.60.0/23 490/1 Petchakaserm Road Hadyai Songkhla 90110 1% 7/823

Super Looking Glass 192.100.77.0/24 Pri f Songkla Uni it y
Exchange Repor _ 100% 823/623
Bogon Routes 202.12.73.0/24 Prince of Songkla University 1% 10/823
World Report 202.12.74.0/24 Prince of Songkla University 100% 823/823
Multi Origin Routes

DNS Report 202.29.144.0/21 Office of Info.Tech. Admin. for Educational Development 100% 823/823

Top Host Report Showing 1-6 of 6




Prince of Songkla University

. ufi Config BGP l¥iusene Prefix aanluss Internet iduduiisa 1o ldas

. pnanavUsza Ul g9 THuSN15a19viYn tive Add Prefix aq Filter Rule %38
D1ADINNITIZUTDNAAN L UA U UIAILLGAY

. Config BGP Multi Home luauan LAGDITZINSDY Asymmetric Routing
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https://engineering.fb.com/2021/10/05/networking-traffic/outage-details/
https://www.tnnthailand.com/tech/162614/
https://today.line.me/th/v3/article/3NwalBE

https://blog.cloudflare.com/18-november-2025-outage/
https://aws.amazon.com/th/message/101925

https://www.crowdstrike.com/en-us/blog/falcon-content-update-
preliminary-post-incident-report/



https://blog.cloudflare.com/18-november-2025-outage/
https://aws.amazon.com/th/message/101925/




